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Ministry of Manpower
Ibra College of Technology

Risk Management System

Introduction

Risk management is the process of recognizing risk and developing methods to both
minimize and manage the risk. This requires the development of a framework to identify,
analyze, evaluate (prioritize), plan, manage (deal with and control), and monitor risk
exposures.

Risk is a combination of an event and its consequences, in simple term it can be seen as
a combination of the chance that something may happen and the extent of the damage
or loss that may result if it does occur.

ICT operates in a dynamic setting with greater accountability of delivering high quality
educational programs. These invariably are putting more pressure on the college’s
educational resources. Therefore implementation of a transparent risk management
system becomes increasingly important. This will enable the college to adapt and meet
these risks in a structured way so it can continually align its priorities and objectives as
per the strategic plan.

The benefits of implementing a risk management system include the following:-

 Improving the focus on the College’s key strategic goals leading to:-
o more effective allocation of resources to key services and areas of

high risk improving service delivery;
o an improved level of accountability and responsibility;

 Promoting proactive management rather than reactive with the early
identification and treatment of risks;

Policy

To ensure effective governance through an appropriate risk management system

Risk Management Framework

The framework provides a comprehensive approach for the ICT to adopt in identifying
and managing risks, which if not realized, could prevent the College in effectively
achieving its mission.

1.0 Purpose

To identify risks in ICT’s activities and manage them effectively to ensure continuous
delivery of high quality education

2.0 Scope

The scope involves all activities of the college as per strategic plan
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Identify the Risk(s) / Prioritizing

Analyze the Risk(s)

Evaluate the Risk(s)

Planning - Draft a risk management plan

Approval

Implementation - Treat the Risk(s)

Feed
b
ack

Initiate the Risk Management Process

Monitor and Review

3.0 Responsibility

Depending on the domain and priorities, the responsibility of managing and treating the
risks lies with the following authorities

 The College Dean
 The Assistant Deans
 HoD/HoC

4.0 Model

The framework consists of the following elements:

A. Initiate the Risk Management Process
B. Identify the Risk(s)
C. Analyze the Risk(s) / Prioritizing
D. Evaluate the Risk(s)
E. Planning - Draft a risk management plan
F. Approval
G. Implementation - Treatment of the Risk/s
H. Monitor and Review
I. Feedback

OVERVIEW OF THE RISK MANAGEMENT PROCESS
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A. INITIATE THE RISK MANAGEMENT PROCESS

1. Assignment of responsibility

HoD/HoC could constitute a Risk Management Committee (RMC) with core
and reference members at the stage of preparing the plan. The core will help
in the whole process of risk management while the reference members are
from other department which can provide necessary feedbacks.

2. Identifying methods to manage the risks

The concerned department/centre should identify methods on how to manage
risks.

3. Risk Management Registers
Risk Management Registers are Documents to be made available to
appropriate personnel at a later time. It should contain information like
reference to Strategic/Operational Plan, description of risk, action plans with
time scale and the assigned personnel.

Risk Management Registers will be reviewed and updated throughout the year
on a regular basis.

B. IDENTIFY THE RISK(S)

Risks are future events, that when not controlled can cause problems; hence
identification of risks is important. The department/centre needs to identify all
possible risk that exist or may exist in their areas of activity. Here are methods that
can be used in identifying risks:

1. Risk source listing – establish a list of sources which possible risk can originate

2. Common risk checking – listing all known risk in the college. Each risk in the
list can be checked for application to a particular situation.

3. Risk charting – create a table of all resources at risks, threats to those
resources and consequences it wished to avoid. Creating a matrix under these
headings enables a variety of approaches:

 Begin with resource and consider the threats this resource are exposed to
and the consequences of each threats

 Begin with threats and examine which resources they would affect and the
its consequences

 Begin with the consequences and determine which threats and resources
would be involved if they will happen.
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C. ANALYZE THE RISK(S) / PRIORITIZING

After identifying the most probable risks in the areas of activity by a
department/centre, analysis of the related vulnerabilities to these risks must follow.
Analysis is important because sometimes important threats are overlooked, this
phase will determine the priority of the identified risk. This will provide the basis for
risk assessment and the recovery planning effort that the college will undertake.

Risks need to be categorized as to bring together risks of same group in a brief
summary that will easily help users understand and monitor identified exposures.
Each department/centre may categorize risks into:

1. Man-made
a. Physical resources

 Power failure
 Fire
 Asset management
 Technical failure
 Equipment breakdown/failure
 communication failure
 Software Failure/Piracy
 Vandalism / Graffiti
 Negligence

b. Human
 Plagiarism
 Health and safety
 Absenteeism/Tardiness
 Non-availability of Staff

2. Environmental – Natural calamiies
 Heavy Rains
 Flood
 Sand Storm

Note: If a risk does not fall into any of this category, the department/centre may
suggest another category with the approval of the QSRC.

D. EVALUATE THE RISK(S)

Once the risk has been identified, analyzed, prioritized and categorized, the
concerned department/centre must evaluate risk as to their potential severity of loss
and to the probability of occurrence (frequency) in their area of activities: - there are
low probability high risk impact risks and high probability low impact risks.

It is very difficult to measure risk but this task should be carried out for the purpose
of prioritization. It is necessary to establish which risk is greater than others to aid in
the decision concerning which risk to handle first. Major risks require urgent attention
while minor risks may require less attention or no handling at all.

As what have mentioned above, risk involves two elements, frequency and severity.
Frequency is the probability of occurrence of a risk over a period of time while
severity involves the amount of the possible loss or damage caused by the risk.
Two methods that can be used for risk evaluation:

1. Qualitative (Subjective) – concerned department/centre provides opinions on
the severity of a particular risk without looking on past data. The HoD/HoC
may ask individuals to express their views on the extent of the risk involved in



Draft Version 1.2 / ICT / 2009-2010 5

a particular situation. Consolidation will then follow selecting the most
appropriate views that apply to a particular risk.

2. Quantitative (Objective) – concerned department/centre relies on the
examination of past data and assumes that it can be used in the future to
establish a means of measurement for the risk concerned. Problem is the
availability and validity of data because not all department/centre keeps
detailed information of losses or damage that have occurred, or in any event
that a risk is so rare that have not yet occurred, therefore it cannot be
measured.

E. PLANNING - Draft a Risk Management Plan

The concerned department/centre prepares a plan for the implementation process by
developing methods for the management of risks.

Once the value of risks has been worked out, it is important to choose cost effective
approaches. In some cases, there is no point of spending more in eliminating the risk
than the cost of the loss / damage incurred by the risk. Under such circumstances it
may be better to accept the risk than to use excessive resources to eliminate or
mitigate it

These are options available for treating risks. These should be considered in the light
of cost and benefit for implementing action.

1. Accept the risk
Where risks are identified as unavoidable or no suitable treatment plans are
available, the college should accept the risk.

2. Avoid the risk
This can be done by deciding not to start or continue with a particular activity
that gives rise to the risk

3. Reduced the impact
This may be achieved by consideration of the following actions:-
  Structured training and supervision of staff;
  Periodic testing of controls, e.g fire alarms
  Enhanced management controls such as reviewing polices and

procedures, quality control checks;
  Improved compliance monitoring;
  Contingency planning such as Disaster Recovery plans;
  Introduce more preventative and corrective measures

4. Transfer the risk to others
This involves other parties bearing or sharing the risk either partially or in full.

F. APPROVAL

Once the risk management plan is developed, it will then be submitted to the Quality
Systems Review Committee (QSRC) for review. The Quality Head submit it to the
College Council for necessary approval.

The College Council or College Academic Council in turn, examines the risk
management plan and gives approval for the necessary implementation.
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G. IMPLEMENTATION - Treat the Risk(s)

The approved risk management plan is implemented as and when the risk occurs.

H. MONITOR AND REVIEW

Risk management is a dynamic process and to be effective, requires continued
monitoring by the concerned department/centre and QAD. Once risk analysis,
assessment and management exercise has been carried out, it may be worth
carrying out regular reviews by the concerned department/centre.

I. FEEDBACK

Regular feedback will be circulated among stockholders once a year.

6.0 Process Chart
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7.0 Review

This framework will be reviewed once in three (3) year or if needed by the Quality
Systems Review Committee for updates and revisions.

8.0 References

 http://en.wikipedia.org/wiki/Risk_management
 http://www.utas.edu.au/
 http://www.enisa.europa.eu/act/rm/cr/risk-management-inventory/rm-

process/risk-treatment
 www.accaglobal.com
 http://www.austrac.gov.au/risk_management.html

APPENDICES

Risk Management Committee (RMC)

Each department must have an RMC who will be responsible in:

 Identifying risk(s) on all areas of the department/centre activity
 Preparing a Risk Management Plan
 Submitting the Risk Management Plan to QSRC
 Review and monitoring of the Risk Management Plan

It must have a coordinator, core and reference members. The coordinator is
preferably the HoD/HoC. dThe core members will include the 3 HoS and eight (8)
technicians (preferably the one from each committee/areas). Reference members
will come from other department/centre.

The Responsibilities are as follows:

Role Responsibility

Coordinator Conduct meetings, Evaluate risks, consolidate risk
management plan (submitted by core members),
implement risk management plan, maintain
documents, and communicate with stakeholders

Core members Identify risks, analyze / prioritize risk, Collect
information from various sources, prepare draft
management plan, perform needs analysis

Reference members Gives feedback on the risk management plan

http://en.wikipedia.org/wiki/Risk_management
http://www.utas.edu.au/
http://www.enisa.europa.eu/act/rm/cr/risk-management-inventory/rm-
www.accaglobal.com
http://www.austrac.gov.au/risk_management.html

